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FACT SHEET: The U.S. Election Assistance Commission’s

Voting System Testing and Certification Program

For more than a decade, the EAC’s Testing and Certification Program has assisted state and local election officials by providing
timely and accurate voting machine testing. This program is a requirement of the Help America Vote Act (HAVA) of 2002,
legislation that created the EAC and mandated that the Commission provide certification, decertification, and recertification of
voting systems, as well as the accreditation of voting system testing laboratories. This legislation marked the first time the
federal government provided oversight for these activities, a step that allowed states to procure new certified voting systems
without the added expense of independent testing and certification.

What standards are used to test and certify election systems?

Election systems are tested for compliance to the Voluntary Voting System Guidelines (VVSG), which are a set of requirements
that voting system hardware and software must meet to receive a certification. Some areas examined during testing include
functionality, accessibility, accuracy, auditability and security capabilities. HAVA mandates that the EAC develop and maintain
these requirements, as well as test and certify voting systems. On December 13, 2005, the EAC unanimously adopted the 2005
VVSG that significantly increased security requirements for voting systems and expanded access to voting, including
opportunities for individuals with disabilities to vote privately and independently. The 2005 guidelines updated and augmented
the 2002 Voting System Standards, as required by HAVA, to address advancements in election practices and computer
technologies. These guidelines were again updated by the EAC and NIST and approved by EAC’s Commissioners on March 31,
2015. The guidelines are voluntary, but it is of note that 47 states use EAC requirements, testing or voting system test
laboratories to supplement or fulfill certification requirements in their state.

How does the voting system certification process work?

The EAC accredits independent voting system test laboratories (VSTLSs) that evaluate voting systems against the Voluntary
Voting System Guidelines (VVSG) to determine conformance to the standard and test the basic functionality, accessibility, and
security capabilities required of these systems. The test laboratory provides a recommendation to the EAC via a test report, the
Testing and Certification Program Director accepts the test report and issues a recommendation to the EAC’s Decision Authority
(e.g. Executive Director), who makes the determination whether to issue a certification. After a decision is made on certification,
the EAC posts the information on the Voting System Certification section of its website.

How are the laboratories that te st voting systems accredited?

HAVA requires that the National Institute of Standards and Technology (NIST) assist the EAC through its National Voluntary
Laboratory Accreditation Program (NVLAP), which provides recommendations to the EAC regarding laboratory accreditation.
After the EAC receives NVLAP’s recommendations, the program conducts further review to address additional issues such as
conflict of interest policies, organizational structure and recordkeeping protocols. After the EAC’s final review is complete, the
Commissioners vote regarding full accreditation.

How many election systems has th e EAC tested and certified?
The EAC has successfully completed 60 certification campaigns in coordination with 5 voting system vendors. Of the 60 voting
systems submitted for certification, to date the EAC certified 38 voting systems or modifications to a voting system.

How does this program help stat e and local election officials?

At least 47 states use the EAC’s Testing and Certification program in some way when deciding which voting system to purchase,
a decision which may save taxpayer dollars and can eliminate time lost to duplicative testing. In addition, State and local officials
often request that the EAC provide assistance with editing and reviewing requests for proposals (RFPs) and other documents
used in the election technology procurement process. These activities save jurisdictions time and money.

When will the next set of testing and certificati on guidelines be released?

The EAC is working with the Technical Guidelines Development Committee (TGDC) — a diverse EAC advisory board comprised
of representatives from the election community, public sector, private sector and interest groups — to develop the next iteration of
the election system testing and certification guidelines, VVSG 2.0. A set of 17 core voting system functions that will guide the
VVSG 2.0 were adopted by the TGDC. The VVSG 2.0 is a nimble high level set of principles and guidelines that will be
supplemented by accompanying documents that detail specific requirements for how systems can be tested to meet the new
guidelines. The supplemental documents will also detail assertions for how the accredited test laboratories will validate that the
system complies with those requirements. The new system testing guidelines are expected to be released in 2018 and will
become the most technically up-to-date standard against which voting systems can be tested in the United States.
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March 13, 2008

lection Assistance Commission (EAC) appreciates the work done by the
Labaoratory Accreditation Program (NVLAP) over the past two and
10 it Voting System Test Laboratories (VSTLs). We value our
partnership established under Section 231 of the Help America Vote Act (HAVA) and
continue to count on the expertise of NVLAP to assure the technical competency of the
VSTLs. HAVA tasks NIST with the responsibility to “monitor and review, on an
ongoing basis, the performance of the laboratories accredited by the Commission”, As
such, NVLAP recommendations are a pillar of the EAC laboratory accreditation process

and a key component to a successful certification program.

Now that those VSTLs initially reviewed and accredited through the NVLAP program
are approaching their second review pursuant to the renewal of their accreditation, the
EAC believes this would be an appropriate time to discuss some observations and
concerns gained from working with the VSTLs during recent EAC certification

engagements.
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Because the VSTLs have moved forward quickly to hire the staff necessary to tfikc ona
heavy workload of voting system test engagements, we would Iik; your upcoming
reviews to include an evaluation of the following staffing related issues:

 Please review the management process of each lab for assigning
appropriately qualified staff to their EAC related voting system test
engagements,

» Review the qualifications of all staff members directly involved in the
testing of voting systems to assure that each has the appropriate
qualifications and appropriate certifications in their relevant testing areas
(for example a CISSP or similar certification for staff involved in security
testing).

* Review how the VSTLs prioritize staffing for Federal testing
engagements and other state or local voting system testing arrangements
to ensure that testing is being conducted and managed by qualified
personnel.

Furthermore, as you know, NIST is in the process of developing a standardized suite of
test methods for voting systems. Because the VSTLs do not yet have such standardized
methodology, each lab must currently develop and validate unique test methods
appropriate for voting systems. The EAC recommends NVLAP review these test methods
and their validation by the VSTL’s to ensure that NIST remains confident of each
VSTL’s ability to test voting systems.

IFNVLAP is unable for any reason to undertake any of the review items noted above,
please inform the EAC at your earliest opportunity so that we may immediately pursue
other avenues for laboratory review on these issues.

Thank you once again for your ongoing work in this extremely important field of

accreditation. The EAC and the voting public is indebted to NVLAP for this invaluable
service to our country.

Sincerely,

Brian J. Hancock
Director
Testing and Certification
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July 10, 2008
Dear Ms. Saunders,

Now that many of the Voting System Test Laboratories (VSTLs) have completed their 2°
NVLAP accreditation review, the EAC would like a status report from NVLAP on the items we
noted as observations and concerns in our letter to you dated March 13, 2008. (Attached)

Because these issues are so critical to the success of our certification program, we are requesting
a response by August 8, 2008, or sooner if possible.

we are interested in updates on how SysTest Labs LLC, iBeta Quality Assurance,
Laboratories:

Assign appropriately qualified staff to EAC certification engagements.

*  Assure that testers have certification in specific critical areas, particularly a CISSP or
similar certification for staff involved in security testing.

Prioritize EAC certification engagements in light of other State or local contractual

responsibilitics.

Use their quality management process to develop and validate test methods to ensure

test-to-test and case-to-case repeatability.
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Thanks to you and the NVLAP staff for your continued great work and support.

Sincerely,

Brian J. Hancock
- Director, Testing and Certification
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October 30, 2017

Honorable Ron Wyden

United States Senator

221 Dirksen Senate Office Building
Washington, DC 20510

Re: Response to Letter Pertaining to Cybersecurity

Dear Senator Wyden,

SLI Compliance (SLI), a Division of Gaming Laboratories Intemational LLC. (GLI), received an email
Soghoian, TechCongress Innovation Fellow, on October 2, 2017 seeking public information
security and asked that we respond by October 31, 2017.  Some of the information reques
appropriately be obtained from the U.S. Election Assistance Commission (EAC).

As an accredited Voting System Test Laboratory (VSTL) under the National Voluntary Accreditation
(NVLAP) of the National Institute of Standards and Technology (NIST) (NVLAP Lab Code 200733-0: TESTING)
and the EAC, SLI conforms to the ISO 17025 and ISO 9001:2008 standards including the NIST Handbook 150 and
150-22. In addition, SLI adheres to all mandatory procedural requirements under the EAC as written in the EAC
“Voling System Test Laboratory Accreditation Program Manual and EAC's Voting System Testing and Certification
rogra n Manual.

P
d GLI as a company would like to assure you that our organization lakes cybersecurity and the protection of
ems very seriously. We have taken stringent measures to identify, mitigate and contain threats to our
y's digital infrastructure, including but not limited to companywide security awareness training, ongoing
nerability assessments and continuous system monitoring and auditing. SLI is subject to regular audits,
compliance disclosures and other regulatory and certification requirements as part of its ongoing obligation to
remain accredited by the aforementioned oversight bodies.
We would like to encourage you, and/or Mr. Chris Soghoian, to contact the EAC directly for any further questions in
regards to the accreditation and requirements of a VSTL under the EAC’s Testing and Certification program.

Sincerely,
)4//.«« iy

Traci Mapps
Director of Operations
SLI Compliance, a Division of GLI LLC
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Our return sufhorization process defres 8 strict step by step procedure for
logging. securing and tracking chain of custody of product that requires
techrical sftention that cannot offerwise be repaired in the feld

What Maryers 11  changes o gows wrong?

Hart hay contingency plang in pisce to mitigate risks caused by suppler or
Bubcontractor intemustions, 53 wed a3 plans 1o cover any rizka related 10
manufacturing internuotions. Additionally. we cay business inferuption
Nsurance coverage that provides customers with further assurance that
we are positioned to provide continuous service and support.

In 19 years of manufecturng voting systems, Hart has managed numerous
Spply chain Intermuptions with no disruptions 1o our customer base. We
maintain an adequate supply of iventory 8t Hart and at several seaure
offsite facifites a3 part of our business cotinuly plan. We have managed
soveral major weather events both at Hart and at several of o key
suppliers with no issues. We have managed through tomadoes, hurricanes,
foods. hest waves, snd ice Storms ~ a3 wedl as transitioning our top ter
partners with no loss of supply and no Intermption of service to customers.
Our business contimutty plan has been tested. and we contiruslly update it

Certification
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votes the way they are cast. Security standards include protections against
tarmpering or manipulstion and cover requirements for physical security of
the equipment and balicts, features that prevent connection to the internet
o @ network during the voting period, auditing capabilities and more.

Ave Hart systams Independencly validated beyond EAC end stata certificstion
ccais?

Yes
The Help America Vot ACt (HAVA) of 2002 set the requirement for voting.
systers 1o be tested by independent, non-federal laboratories. which are
calied Voting Systern Test Laboratories. or VSTLs. Voting system vendors
are not at ety to select 2 VSTL rather the EAC maintains the suthority
desigrate the VSTL that will perform certification tests and technical
revew

How do faderal and stats cartification requr keap our slect

The federal and state centfication processes provide trnsparency nta the
security of voting System sokutions as follows:
o Federsl ard state cervfication program manuss and guidelnes ane publicly
W alie
+ Independent votng system test laboratories (VSTL) that fest voting Sytems
are socredited trough 8 pubic POCEsS. reports from VSTLs

« Informuytion about esch Cerfeation campagn, inchuding i
sty © complance with appicable securtly Mquiements, sre
#valatie tectiscal
o Source code, skong wih Shousands and thousands of pages of
b s g, U S based lsborstones, as
pant of fadend ard state testng ond Cerdfcation processes
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Dows Hart haws 82 get I3 yuting inchmology spprowed?

e
Voting systerns rust pass fgErous, Indeperdert testing and recese
certiication st e ladersl ard state levia

Uniika many other siamerts of the election system, votrg 5y oo
pazs rigorous, ndependent testing o specic requrements o reoela
certication st the federsl snd state levels prior 10 evg used by o3l

Independert testing
rmeets those requirementa. Voting System vendors
the rigors of esting a1 the federa! level and must pian years in advarce £
stage product releases.

1 addiion 10 the federal certiication process, frany states mairtain S
own separste certfication and testing procedures. Voting syste

st erure ther systems mest or exceed both the federal and stateeve!

requirements 1n 4o business in those sates.

Do federsi and stats cartfication officials losk st securtty?

Yo be awarded certfication at e federal level by the EAC. and 1 sman
. mm.mnmmmm

meet or exceed estabished securfty standards. Centified voting 5y

adhere 10 standards designed 1o ensure that systems socurately record
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Company

Securty and uditabiity are of paramount Importance 1 Hart InterChvic.
The Hart Voting System and the Verty Voting system are reguiated, tested
and certified at both the federal and state leveis. They have both been
proven to be secure and accurate. successfuly capturing and reporting
milions and millons of votes acoss nearly 500 jurisdictions representing
aver 26 thousand precincts and nearly 30 milion registered voters.
Security comes not only from hardware/software techrology features, but
also from the pecple who Use the systemns and the procedires they follow
Hart provides training courses for System operalors and election officals.
which includes security topics, physical device configuration, and data
transfer. Hart encourages jurisdictions to utiize best practices to mitigate
risks. Some Include:
o Employing » chain of custody processes throughout all pre/dunng/post-
crcton physcal and logged y seals on dey
and expenienced irusted election workers on ot
» Conducting Acceptance Testing Lpon recerpt of equipment

o Preection Loge s Y Testing (conduct as provided under your
respective State law)

o Post Clection suditing by inspecting the precnct intals and companng © the
Cumulative totals
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recent purchuse of » new voting system.

» The federal and Texas atate nes which gover voting system requirements,
testing and certification do not prohitil the use d:&wmmm
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Testing and certification (rocesses, is made up of 8 bipanisan group of
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€ The system purchased in San Jacinto County. Texas has undergone figorous
testing and examination st both the federal and state leveis The federal
Certifcation process Is 1 Open INSpection process, whereby Han prowdes ol

e
with the EAC Each set is uniquely 100ged with a secure hash of the certified
mmmmhmmmmm Al any tame, any
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nw-—-m--mnnmm:l'n“

c mmamwnmmmmm clted in this article

d mwmmnmu-m of experts that operate
nmmmm-—-d“m 200 more:
Guidetines L

[ mmocumu ‘obscure” all 25 findings and work product are publicly
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will not accept and use 3 new voting system untl they are satisfied that it has

passed 38 UAT regurernents

Separate from and m 2dcton 10 UAT, before sach and every slection, jurisdictions
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g votes Vendars are not involved
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Dy the junsdiction untll they are 10 be used.

Al wy time, any srsdiction can verify that the software they are running locally is
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Physcal secunty
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naene just 8 few)
3) The story says, referring o certification testing, Such assurances offer
ittie consoiston, because such that
deletes itsedf after with vote (o1als, and because the vendors’
computer coding unavadabie for public examnstion, said
James Scort. 8 cyber securily whiz who is advising US. intelligence agencies
#nd Congress about voting secunty."This reflects a lack of understanding of
how the federal certification process works.
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mmwmm-uumm
muuc Fach set s uniquety tegged with & secure hash of the centified
software components and i stored with the EAC
b. Al any tme. any jurisdiction can verify that the software they sre nunming kocadly s
consistent with the official source code on (e with the EAC to ensure the deployed
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the system is Vendors are not nvolved
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by the juristiction until they are 1o be
4) The story continues 1o quote Mr. M “.the next foresgr attack on U S
voting machinery will likely be inttially directed at an equipment vendor's server
before migrating 1o county systems and voting sites . He said the malware can
poisan vendors' update servers with & ‘decimalization leature® — 8 program to
manipulate the vote cutcome as deswrad . Then you add a second layes (o the
explolt that peo-targets that malware to hit swing regions of swing states_nt
embeds in the touch-screens and cames through to the central (vote-counting)
{abulator at the state jevel before destroying itseif upon final tabuiation_* This

quate reveals a serfous lack of understanding about how modermn, air-

March 21, US. Homedand Security Secretary Kirsten
Nieisen ended years of federal equivocation about paperiess touch screen
machines *

& There has been no “fedennl equvocation” about touch-screen machines, on the

3 for use and requiated for

b F for VOting Gedces, without promitrtons on the use

fe m%wmwmm
I WWW 2002)
il The federal Voluntary Voting System Gusdefines (VWWSG) » 10 (2005),

of WSG
2.0 Guideiines, and sithough thoss Gudelines have not lun-wm
they also incluce standards for both paper- based and

8) The story states, nmm.mdumnmm
experts af the / in: of St ds and Technology reported, after
exhaustive lesting that they coukd find no way o venify the accuracy of woles
cast on paperiess touch-screens... In a recommendation 10 the Electon
Assistance Commission NISTS tearm wrole that the machines” vuinevability s

one of the main s behind @ about voting system
secunty and diminished public conficence in slections.’ By then, however, most
of the federal grant money had been spent. much of it on tens of thousands of
louchrscreens “This is not an accurate representation of what NIST actually
said.

8. On the heels of miskeading efforts by some media sourtes o mesconstrue what
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Technalogy page, "harve raisad the question of whether the reporTs.
mwmoﬂum&c&dm Thncnﬁuum

was staft at the nd wlogy
1 the request of the Ti Gudelines Dey
GOC) 10 sarve s 2 point of discussion at its Dec. 4—1an\9

Prepaed in conjunction with the Security and Transparency Subcormmittee
(STS) of he TGDC, the report is » discussion draft and does not represent o
consensus view of recommaendation from either NIST or the TGDC."
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Flaction secur ty rquires prapie, processes, procedures and technology

Voting systern techmology it an mportant aspect of security, however, true
election secur ity requires thoroughly tained election oficials and stall
uphoiding state-defined processes by Implementing well defined election
Management procedures Election experts refer 1 the importance of

CUltvating secure elaction managerment through a combination of ‘people,
processes. procedures and technology”

Fmﬂnmmmmmmh(mmntmhwl

successful secure election depends on people. processes and procedures
as well

Jurisdictions’ eloction managery own respongibiity for the ‘pecple” aspect
of election securfty These election leaders must ansure statf members and
volunteers are carehilly selected and properly vetted with reference and
background checks Flection personnel require training (including cross-
baining) n the procedures and technology Lsed 1o ensure accurate vote
capture and tabulation Teamn members should be assigned unique
Usemames. passwords and permissions to access only the appropriate
functions within the voting system Two peaple should be present for
certain types of functions

E.chnmumw'umm'wdmmmnm
form of election laws. code. rules and advisories Local jurisdictions within
each state must stay informed of these processes and adhere to them

wwfa”'m'mdmmnmmm
jursdictions election managers Local procedures document how to apply
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processes. procedures and technology.

At the federal leve! and within local jurisdictions, voting syster vendors are
engaged n leaming, educating and identifying risks with the targer
community on the 1opic of protecting the eiections system.

What argenimations work with Hart snd other election technology vendars
k=ep our elections safe? -

The resources listed below all welcome participation of the voting system
communty

* Department of Homeland Security - mmmmwm
memberstup of a new (201E) DHS Sector Coordrating Councll compaosed of
N3ty representalives come together with the DHS Government
Cooranatng Counc and act a3 3 vorce on election Together,
Mese groups pariner in identdying potental security nsis snd implementing
e Measures 1o eliminate those nsiks. DHS has identfied elections s cruical
nfnsvucture forthe US

» U.S. Blection Assh ot - The EAC acove
parucpanon of votng system vendors in industry-wide intiatves. in addton,
the CAC & the goverring body that defines and regulates federsl certification
of voting systerns
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. of and Madicine - NASOM
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Soience, T oand Law on the Futwe
(st heid in Derver, Colorsdo, Dec nm%

+ Bection Canter - [lection Center welonmes active partoipation of votng
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atate election law, rules and advisones based on the jJurisdiction's slecton
lechnology Procedures inchude the frequency snd steps for testing the
voting systerris logic and accuracy for every election, chan-of custody
protocols for voting equipment. rules for who can scoess voting systermn
software when, reconciligtion of election results with the voter count for
every election. post-elaction audit steps and more The voting systam
vendor should assist with system related procedures by pronding effective
training and cormprehenaive docurmentation

The voting systern provider holds primary responabilty for the
“technology” aspect of election security = for meeting or exceeding
standards the US Flection Assistance Commiasion (FAC) and other
bodies mantain The election 5okt ion provider should assist the
Jurisdiction’s slection team in optimizing the use of the systerr's security
features, providing in-depth raining and documentation

1s Hart with eny elect) ny b ?

Hart is an active participant in the national conver sation regarding electicn
security and holds leadership positions in key stakeholder groups.

Voting system vendors are key stakeholders in ensuring that elections are
conducted securely in the U.S. For example, major voting system vendors
ate engaged in o series of coordination meetings with the Department of

Homeland Security (DHS) to discusa cybersecirity for the nations election
infrastructure.

Leading votng system vendors are part of a broad community of
nlakehoidern actively participating in knowledge sharing, best practice
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System vendors in 13 Meenngs and sdvisory councia. Dlecton Center serves
elections adrmwrusiratory

elections officials and elections
professionsl education programs, including e Cartf ed
Oectiona/Registraton

of Statas ~NASS wercomes sctve
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323510ns 0N election Iopics - INCIUANG secunty

« Nationsl Association of Stats Bection Directors - NASED weicomes active
partcipation of voling systern vendors /23 Sverts and comersations on
lectons secunty.

Have questions?
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and accurate elections for all voters.

Is Hart technology a veting system or & election system?

Hart makes technology that i3 part of the “voting system’, but not the
whole ‘election system’

Voting systern’ 15 & term that I not interchangeable with the term “election
aystem*

The votng system - the hardware and software used for election
preparation, vote capture. results tabulation and reporting and post-election
pudits - is 8 subset of the election system. The election system
encompasaes A broader spectrum of election actvities, Including voter
registration, election night reporting and more.

The full ‘slection systery’ s 2 broad Ineup of systerns managed by a

diveres group of election professionals from a variety of vendor, agencies,
Amsrtments and frvtions Thees slements werk tnomther to faciitate
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Supply Chain

Whars are Hart products made?

Hart products are deaigned, developed, and bullt in the United States. All
mmmmmmumbyus based contract
manufacturers, Hart haa developed a stable, long standing network of
partnerships These partners understand the elections community and the
unique requirements specific 1o our market Thiz network has been very
mpormbhdnmalhnmmmmmumlu
years,

wmwmmctmm'acnmhloatd approximately 5 miles from
mﬁammhMﬂnNmmsllotMHmwm
lina to autharized persannel only The proximity of our manufacturing




